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Abstract— Higher Education Institutions (HEIs) have
always been the target of cyber attacks due to the
information assets they hold. The move to online study as a
result of restrictions imposed in the spring of 2020 has led to
increased cyber security threats to academia due to the
vulnerabilities of online learning platforms and video
conferencing applications. The hypothesis of this paper was
that Moldovan Higher Education Institutions had to face
cyber security challenges similar to international higher
education institutions, through the empirical study, the use
of the questionnaire-based survey to collect quantitative
data from stakeholders of the institutions.

The results of the survey conducted between September
and November 2020, showed that HEIs in Moldova are
targeted by cyber attacks as well as international ones and
the nature of threats is mostly the same, namely: malware,
phishing and DoS attacks.

Keywords— threat; attack; HEIs; malware; phishing;
DoS/DDos; third-party software.
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The wuse of Information and Communication
Technology in academia has transformed the way we
approach learning and educational activities in general.
The Covid 19 pandemic, that began in the spring of 2020
and continues to this day, has been an impetus for the
transition from traditional classes to online education. IT
departments have had to cope with the growing
requirements to ensure the continuity of the educational
process, such as high volume of data storage, centralized
configuration of video conferencing applications and
emails, online learning platforms; they represented only
some of the challenges of the new reality.

HEIs from the Republic of Moldova, as well as the
international academic environment, had to face new
challenges. And the resulting digital progress is
impressive. In addition to the online learning platforms
used for real-time access to educational resources and
online exams, the range of digital services has grown
significantly. Here we can mention the -electronic
libraries, the implementation of university management
systems, online admission, etc.
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Thus, in the near future, Moldovan HEIs could
implement new services to increase their profits, by
attracting more potential students who, due to the fact
that they are abroad, do not opt for universities in the
Republic of Moldova. Many international researchers
believe that as distance education becomes more
prevalent, countries and Higher Education Institutions,
that do not provide distance education courses will need
to look at this option to retain and expand their student
population [1], [2]. According to the latest research
conducted by 2023, the online education market will
grow by an average of 16.4% annually [3]. A recent
global survey by Pearson Education, an academic
publishing organization, showed that 90% of 7,000
respondents believe that online education will continue to
play a very important role in the field, even after the end
of the Covid-19 pandemic [4].

The digitization of HEI and academic distance
learning are undeniably beneficial, but new problems
arise with regard to the protection of communication
networks. Problems related to threats, vulnerabilities and
cyber-attacks targeting the communication networks used
to carry out online activities. The ISO27000 information
security standard defines the cyber threat as: "the
potential cause of an unwanted incident, which can lead
to damage to a system or organization"; vulnerability as:
“weakness of an asset or control that can be exploited by
one or more threats”, and cyber-attack as: “attempt to
destroy, expose, alter, disable, steal or gain unauthorized
access to or make unauthorized use of an asset ”’[5].

The data in the security reports reflect a significant
increase in cyber security attacks in higher education
institutions as a result of distance learning in 2020 [4],
[6].

The purpose of this article is to reflect the results of
the survey conducted by the authors in September-
November 2020, which was attended by eight
stakeholders from the largest higher education institutions
in the Republic of Moldova. A stakeholder can be “any
group or individual who can be affected or is affected by
the achievement of the firm’s objectives” [7].
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The survey focused on identifying real cyber threats
and attacks in the Moldovan academic environment in
2020, in order to identify the cyber security challenges
faced HEIs and whether they are similar to those of
international HEIs, analysed by the authors in published
scientific articles [4], [6] and international cyber security
reports [8]-[10].

The hypothesis to be demonstrated in this scientific
article is that Moldovan Higher Education Institutions
face the same cyber security challenges as international
HEIs, through empirical study.

The paper is organized as follows: the second section
will reflect the analysis of cyber threats in 2020 that have
affected HEIs internationally, the third section will
describe the method used to demonstrate the hypothesis,
the fourth section is for results and limitations, and the
last will reflect the authors' conclusions.

II.  BACKGROUND

In 2020 the education domain had a loss of $ 3.90
million for data breach, according to IBM & Ponemon
Institute [8], which conducts cybersecurity research.
Referring to another study realized by CheckPoint [9], a
leading provider of cyber security solutions to
governments and corporations globally and in Europe too,
the average number of weekly cyber-attacks per academic
organization in July-August 2020, increased by 24%. In
contrast, the overall increase in the number of attacks in
all sectors in Europe was only 9% [6].

The new challenges of 2020 are due to the
vulnerabilities of video conferencing applications and
online learning platforms [6].

The use of online learning platforms has increased in
2020. The data provided by Google Trend (figure 1), for
the period 2019-2020, showed a massive increase of
interest in various learning platforms, both in Europe and
globally. Complex courses were created, which had
several types of activities, such as seminars, lessons,
glossaries, practical tasks, assessment tests. It is also
attested that Moodle is the most popular learning platform

[4].

Figure 1. Global interest level for Moodle 2019-2020 [4]

A really impressive increase in use, during the
pandemic with Covid-19, had the applications for
teleconferencing, because the vast majority of activities
and events planned offline, migrated, due to the new
conditions of activity, in the online environment [4].
According to the report submitted by the company
Datanyze, the world leader in technography, top three
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teleconferencing applications used in 2020, globally were:
Zoom, GoToWebinar and Cisco Webex [4], [10].Thus, if
in December 2019, the ZOOM application registered 10M
daily users, in March 2020, ZOOM registered about 200M
daily users [11].
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Figure 2. Zoom application usage [12]

The number of users who encountered various threats,
in 2020, related to online learning platforms and video
conferencing applications increased by 20455% [6], [13].

In June 2020, Microsoft Security Intelligence reported
that 61% of the 7.7M malware attacks recorded in the last
30 days, were related to the education domain, more than
any other sector of the industry [13]. The malware that has
targeted educational domain the most in 2020 is
ransomware [6]. Ransomware is malicious software that
allows a hacker to restrict access to authorized users, such
as students or university staff, by encrypting disks and
then requesting a form of payment to lift the restriction
[14], [15].

The same report [13], shows that DOS/DDoS attacks
have increased, in educational domain, by 350-500% in
2020 compared to the same period in 2019 [6]. Denial of
Service (DoS) attack is executed to determine a specific
category of information warfare where a malicious user
blocks legitimate user from accessing network services by
exhausting the resources of the victim system [16]. The
substantial increase in DoS / DDoS attacks in HEIs is
primarily due to distance learning, as the vast majority of
university services, such as: access to the university
library, study hours, access to course resources, exams and
intermediate assessments, admission to studies; this year
have been in the online environment, and disruption of
these services shall interrupt academic activity [6].

The leader of cyber threats in HEIs was phishing. It is
a social engineering attack wherein a phisher attempts to
lure the users to obtain their sensitive information by
illegally utilizing a public or trustworthy organization in
an automated pattern so that the internet user trusts the
message, and reveals the victim’s sensitive information to
the attacker [17]. According to new research conducted by
Barracuda Networks [18], HEIs were targeted in June-
September 2020 by more than 3.5M phishing attacks,
more than 25% of phishing attacks occur in the
educational sector. In the UK, according to a Jisc survey,
phishing is the biggest threat to corporate network security
in HEIs [19].

According to the data presented in this section, it can
be concluded that cyber-attacks in the international



21-22 October, 2021
Chisinau, Republic of Moldova

Network & Communication

The 11" International Conference on
Electronics, Communications and Computing

https://doi.org/10.52326/ic-ecco0.2021/NWC.05

academic environment have increased as a result of
distance learning.

III. METHODOLOGY

The method used by the authors to identify the
challenges and approach of cyber security in HEIs in
Moldova was the survey based on the questionnaire.

To conduct this survey, 8 stakeholders from 8§ largest
HEIs in Moldova were contacted. A special invitation
email was sent to the selected sample (university
stakeholders) so as to ensure that data collection was
limited to the specific target group. The survey was
based on online platform, namely Google forms. To
ensure data confidentiality, anonymous participation was
enabled, and the results were stored in a local database
for further analysis.

Before finalizing the survey tool, we conducted a
small pilot study to evaluate the reliability and validity of
the tool. The main purpose of the pilot study was to
verify whether respondents are able to understand and
answer all the questions [20]. Two methods were selected
for the study. The first method was to present the survey
tool to IT experts, with several years of experience
working on cybersecurity issues. And the second method
was the analysis of international practices in this area,
useful resources were identified in the UK, which at the
government level [21] has implemented annual surveys
that identify the state of cybersecurity in national HEIs.
Based on the feedback received from IT experts, several
minor changes were made to the questionnaire. The
research design is reflected in figure 3.

Research - Survey - Guestions [ Validity and
methodology guastionnaie develop Reliability Check
Record datd |l CoONdUCESUNVEY ) Revise Pilut study
guestions

Figure 3. Questionnaire Research Design Procedure

The survey was created to demonstrate the hypothesis
of this study. Response choices to the multiple-choice
questions were based on issues and concerns related to
Cyber Security Threats in HEIs. The survey took
approximately 10 min to complete.

Survey results were recorded in Google Forms and an
Excel spreadsheet was used to collect eight stakeholders’
responses. Descriptive statistics of the responses to the
survey are presented in graphs. The descriptive statistics
provide summaries about the sample’s answers to each of
the questions as well as measures of variability (or
spread) and central tendency [22].
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IV. RESULTS AND LIMITATIONS

In this section, we present the results obtained. The
survey was conducted in the month of September to
November in 2020, deals with the status of cyber security
threats that have hit respondent’s organization. It was
found that 80% of higher education institutions in
Moldova were attacked in 2020 (institutions that
participated in the survey). Based on these responses,
further explanations are provided. The distribution of
cyber threats that HEIs have had to deal with, is reflected
in Figure 4.
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Figure 4. Cyber threats facing HEIs in 2020
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Thus, it can be seen that the biggest challenges for
stakeholders in 2020 were spam or phishing attacks (80%)
and attacks with malicious programs: viruses, worms or
Trojan Horse (80%). Ransomware or DoS attacks were
recorded by 40% of respondents. And threats targeting
unauthorized use of university devices by staff, such as
computers, servers or network devices, were recorded by
40% of organizations. Unauthorized use of the devices by
students or outsiders was not a threat, probably the main
reason being that the educational process took place
mostly online, so visits by students or outsiders were not
frequent and were recorded.

When asked what are the 3 most common threats to
your institution, stakeholders selected from a list of 10
options: DoS or DDoS attacks (40%), Phishing and Social
Engineering (20%), Ransomware (20%) and MITM
attacks (20%), the results are graphically shown in figure
5.
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Figure 5. Frequent cyber threats

Although the findings presented in this paper provide
important points for assessing cyber security threats,
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several limitations need to be highlighted, which we plan
to improve in the future. The questions covered in the
survey should be checked by several cybersecurity
experts. The preliminary data produced valuable results;
however, further research needs be carried out on
universities. The sample size must be increased, which
may improve the findings.

V. CONCLUSIONS

Ensuring cyber security in HEIs is a current priority,
especially in the context of the Covid 19 pandemic.
Empirical studies can elucidate the real challenges in this
area. Thus, based on the results of various security studies
and reports conducted in 2020, a hypothesis was
developed targeting HEIs in Moldova regarding the
security threats faced by stakeholders during the
pandemic. The hypothesis was to determine through
quantitative data analysis, questionnaires-based surveys,
which network threats targeted university networks in
2020, and which, in the opinion of stakeholders, are the
most common security threats in HEIs in the Republic
Moldova.

The results of the survey reflected a high rate of cyber-
attacks taking place in HEIs in Moldova, so that 80% of
respondents said that in 2020, the institution they
represent was targeted by cyber-attacks. This means that,
although Moldovan academic institutions are not as well
known in the international arena, ensuring cyber security
must be a priority. Cyber security threats remain the same
as in international HEISs. It is advisable for HEIs to create
cybersecurity  frameworks that will target the
completeness of the security measures that need to be
implemented to secure the academic environment. Also,
annual government surveys, similar to those in the UK,
which aim to identify the level of cyber security in
education, given the dynamic digital development in this
field, will allow the adjustment of recommended
protection measures to real threats.
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