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AHHOTAIIUAS

Pabota comepxut 56 ctpaHuil: BBeAeHUE; I1aBa 1: AHaJIIM3 TPOTOKOJIOB, UCIIOIb3YEMBIX B
CETH MOCTaBIIMKA YCIYT; I1aBa 2: Pa3paboTka CTPyKTYphl M ONITUMHU3AIIMS CETH TOCTAaBUINKA YCIYT;
rnasa 3: [IpoekTupoBanue U peaau3amnys CeTH MOCTaBIIMKA yCIYT; 3aKiIIoueHne, oudnuorpadus

JIMIUIOMHBIN NTPOEKT MpeACTaBisieT co00il KOMIUIEKCHOE MCCIIEI0OBaHUE, HAIIPABICHHOE HA
ONTUMM3AIMIO CETEBOM MH(PPACTPYKTYpPbl U YCUIICHUE 3alUTHl OT KuOepaTak B CETH MpoBaiigepa
yeiyr. OcHOBHas 11e/ib paboThl — H3y4€HUE COBPEMEHHBIX NMPOTOKOJIOB M METO/0B ONTHMHU3ALNN
CETEBBIX MPOIIECCOB C IEIBIO MOBBIMIECHUS YPPEKTUBHOCTH U OE30MTACHOCTH CETH.

Pabota HaunHaeTcs ¢ aHaJIM3a JUHAMUYECKON MapLIpyTU3alUH U IPOTOKOJIa NEPEKIIIOUEHUS
METOK, BKJIIOYasi HCCIEAOBaHWE TPUHIUIOB CErMEHTAlUW CeTH MU 0e30macHOCTH. Takxke
paccMaTpUBAIOTCA AaCMEKThl BHUPTYalbHBIX YAaCTHBIX CETEH W LEHTPATU30BAaHHOTO JOCTYIa
IIOJIB30BATEJIEH IO TPYIIIIAM.

B npoekrte mnpemnararorcs pelieHus Uil ONTUMHU3ALMK CETU IpoBaiifiepa, Takue Kak
BHeJpeHue TexHonorun QinQ u onTUMHU3aIUs BUPTYaJbHOTO MAapIIPYTHU3AIIOHHOTO MPOTOKOJIA.
VYydmenue ynpasneHus cBsazamu L2 u s dexTruBuzanus npoTokoga MapuipyTu3aTopa-oTpaxarens
(IBGP) Taxke paccMaTpuBarOTCs KakK CPeACTBA JUIS JOCTH)KEHUS Ooyiee CTAOMIIBHOW M HA/ICKHON
CeTH.

OUHAIBHBIA pa3en MOCBSIIEH MPOSKTUPOBAHUIO KOH(PUTYpAllMU CETH U peanu3aliu
[EHTPaIN30BaHHON CHCTEMBI JOCTYIa MO TPYIIaM Mojb3oBaTenel. McciaenoBanue HalpaBieHO Ha
pa3paboTky 3 PEKTUBHBIX METOIOB YIPABICHUS U TIOBHIIICHHS 0€30ITaCHOCTH CETH.

Pabora compoBoXkmaercs BCHIOMOTaTeIbHBIMUA MaTe€pUallaMy, BKJIOYas TaOMuIbBl U
WITIOCTpAIMM, 4YTo ol0ecreunBaeT Oojiee TyOOKMil aHamu3 M 0OOCHOBaHME MPEATIONKEHHBIX
pemieHnid. CIUCOK HCIMOJIb3YeMbIX HMCTOYHHKOB JIEMOHCTPUPYET OCHOBATEJIBHBIH M OOLIMPHBIN

noaxoJ K UCCIICAOBAHHUIO.



ADNOTARE

Lucrarea consta din 56 de pagini: introducere; capitolul 1: Analiza protocoalelor utilizate Th
reteaua furnizorului de servicii; capitolul 2: Dezvoltarea si optimizarea structurii retelei furnizorului
de servicii; capitolul 3: Proiectarea si implementarea retelei furnizorului de servicii; concluzie,
bibliografie.

Proiectul de diploma este o investigatie complexa, cu scopul de a optimiza infrastructura de
retea si de a consolida protectia impotriva atacurilor cibernetice in reteaua furnizorului de servicii.
Scopul principal al lucrarii este de a studia protocoalele moderne si metodele de optimizare a
proceselor de retea pentru a Tmbunatati eficienta si securitatea retelei.

Lucrarea incepe cu analiza rutarii dinamice si a protocolului de comutare a etichetelor,
inclusiv investigarea principiilor de segmentare a retelei si de securitate. De asemenea, sunt examinate
aspectele legate de retelele private virtuale si accesul centralizat al utilizatorilor pe grupuri.

Tn cadrul proiectului sunt propuse solutii pentru optimizarea retelei furnizorului, cum ar fi
implementarea tehnologiei QinQ si optimizarea protocolului de rutare virtuald. De asemenea, se
examineaza imbunatatirea managementului legaturilor L2 si eficientizarea protocolului de rutare
inter-BGP (IBGP) ca mijloace pentru a asigura o retea mai stabila si mai fiabila.

Sectiunea finala este dedicatd proiectarii configuratiei retelei si implementarii unui sistem
centralizat de acces pe grupuri de utilizatori. Investigarea vizeaza dezvoltarea de metode eficiente de
gestionare si sporire a securitatii retelei.

Lucrarea este 1nsotita de materiale auxiliare, inclusiv tabele si ilustratii, care asigura o analiza
mai profunda si o justificare a solutiilor propuse. Lista surselor utilizate demonstreaza o abordare
temeinicd si extinsa a cercetarii.



ANNOTATION

The paper consists of 56 pages: introduction; chapter 1: Analysis of protocols used in the
service provider network; chapter 2: Development and optimization of the service provider network
structure; chapter 3: Design and implementation of the service provider network; conclusion,
bibliography.

The diploma project represents a comprehensive investigation aimed at optimizing the
network infrastructure and strengthening protection against cyber attacks in the service provider
network. The main goal of the work is to study modern protocols and methods for optimizing network
processes to improve the efficiency and security of the network.

The work begins with an analysis of dynamic routing and label switching protocols, including
an investigation of network segmentation and security principles. Also examined are aspects of virtual
private networks and centralized user access by groups.

The project proposes solutions for optimizing the service provider network, such as
implementing QinQ technology and optimizing the virtual routing protocol. Improving L2 link
management and streamlining the Inter-BGP (IBGP) routing protocol are also considered means to
achieve a more stable and reliable network.

The final section is dedicated to designing the network configuration and implementing a
centralized user group access system. The research aims to develop effective network management
methods and enhance network security.

The work is accompanied by supporting materials, including tables and illustrations, which
provide a deeper analysis and justification of the proposed solutions. The list of sources used
demonstrates a thorough and comprehensive approach to research.
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COKPALIEHUSI
ISP- Internet Service Provider
IP- Internet Protocol
OSI- Open Systems Interconnection
MAC -Media Access Control
DDoS - Distributed Denial of Service
BGP- Border Gateway Protocol
AS- Autonomous System
OSPF- Open Shortest Path First
TCP- Transmission Control Protocol
iBGP - Internal Border Gateway Protocol
eBGP- External Border Gateway Protocol
MPBGP- Multi-Protocol BGP
AFI- Address Family Identifier
SAFI- Subsequent Address Family Identifier
DR -Designated Router
BDR- Backup Designated Router
MPLS- Multiprotocol Label Switching
LDP- Label Distribution Protocol
VLAN- Virtual Local Area Network):
STP- Spanning Tree Protocol
LACP- Link Aggregation Control Protocol
AAA- Authentication, Authorization, and Accounting
VRF- Virtual Routing and Forwarding
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BBEJAEHHUE

Tema aHAJIU3 CHCTEMbI A0CTYIIA ITIO rpynmnmamM noJib30BareJiei B PaMKax Cc€TU CBA3U UMCCT
BBICOKYIO BAJKHOCTD 11O CJICAYIOIIUM IIPUYIMHAM:

YunpasjieHue 10CTYNOM M 0€30IaCHOCTh

]_[CHTpaJ'H/ISOBaHHaH CUCTEMa JOOCTYyIIa obecrnieynBaeT aYTeHTI/I(bI/IKaI_II/IIO H aBTOpU3alNIO
I1OJIb30BaTeIICH nepea nmpeaoCTaBJICHUEM JOCTyIIa K CETEBBIM peCypcCaM, YTO BaXXKHO JIA 3alIWUTHI
CCTU OT HCCAHKITUOHUPOBAHHOI'O JOCTYIIa U BPCAOHOCHBIX aTaK.

MoxHO PCAIM30BaATh MCXAaHNU3MbI KOHTPOJIA JOCTYIIa HA OCHOBC IMOJIMTUK, OIIPCACIIAOIINX I[TpaBa
W IIPUBUIICTUHN JJIA PA3JIMYHBIX I'PYIIIT I0JIb30BaTeJIeH B 3aBUCHUMOCTH OT UX pOJ'ICfI u (bYHKI_[I/Iﬁ B CCTH.

OnTumMu3anus ynpaBJjeHHs pecypcaMmu

IlenTpanu3oBaHHas CHUCTEMa YOPABICHHUS JIOCTYIIOM M03BOJsieT Oosiee 3PHEKTUBHO
pacnpeneniaTb M yOPaBlIATb CETEBBIMM pEeCypcaMH, BKIIOYas YIPaABICHHE IPOIYCKHOU
CIIOCOOHOCTHIO, KaHaJIaMHU CBsi3H, [P-agpecamu u 1pyrumu pecypcamu.

[Tyrem Ha3HAYEeHHA AOCTYIA K peCypcaM Ha OCHOBE I'PYIIII ITOJIb30BATENEH IPOBANIED MOKET
Jyd4llle yNpaBisTh HAarpy3KOM Ha ceTh, U30€raTh MEPErpy30K U ONTUMHU3MPOBATH HCIIOJIb30BAHHUE
UMEIOLIUXCS PECYPCOB.

Y100cTBO aAMUHUCTPUPOBAHUSA 1 MOHUTOPUHT

[lenTpanu3oBaHHas CcUCTEMa yIpaBieHMs oOecneuyMBaeT €IMHYI0 TOYKY BXoAa s
aJMMHHMCTPATOPOB, YTO OOJIEr4aeT yrpaBjIeHUE IPaBaMM JOCTYIA, a TAK)KE MOHUTOPUHI U aHAIHU3
AKTUBHOCTH I10JIb30BaTElEH;

I/IHCprMCHTBI ayauTta U KYPHAJIHUPOBAHUS I1O3BOJIAIOT npOBaI“mepy OTCJCKUBATh JECHCTBUS
HOHB3OB&T€H€ﬁ, BBIABJIATH AHOMAJIMU U pCarupoBaTh Ha IMOTCHLIMUAJIBHBIC YTI'PO3bI 0€301IaCHOCTH.

Co0mroqeHe HOPMATHBHBIX TPEOOBAHUM

Bo muorux crtpanax mwupa, Takux kak CIHIA, crpanst EC, Kanana, Snonuss u npyrue,
CYIIECTBYIOT 3aKOHOJATEIbHbIE WU HOPMATHUBHBIE TpeOOBaHUS K OOECIEeUeHUI0 OEe30MacHOCTH U
KOH(UICHIIMATFHOCTA JaHHBIX B CETH, U IICHTPAIM30BAHHAS CHUCTEMa JOCTYyMa MOXET MOMOYb
MpoBaiijiepaM COOTBETCTBOBATh ITHM TPEOOBAaHUSAM, MPEIOCTABISAS KOHTPOIb U MPO3PAYHOCTH B
HCIIOJIF30BaHUH JAaHHEIX.

Bce 3T acnekThl enaroT HEeHTPATU30BAHHYIO CHCTEMY JIOCTYIa I0 TpyIaM Mojb3oBareien
BaXHBIM HHCTPYMEHTOM s oOecredeHus Oe30macHOCTH, 3()(PEKTUBHOCTH M COOJIIOJIEHUS
3aKOHOJIaTENILCTBA B CETAX MHTEPHET-TPOBANICPOB.
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