Universitatea Tehnica a Moldovei

MANAGEMENTUL SECURITATII RETELELOR CORPORATIVE

Masterand:

Dilevschi Sergiu

Conducator:
Prof. univ., dr. hab.

Gutuleac Emilian

Chisinau — 2016



Ministerul Educatiei al Republicii Moldova
Universitatea Tehnica a Moldovei
Facultatea Calculatoare, Informatica
si Microelectronica
Catedra Calculatoare

Admis la sustinere

Sef de catedra: conf. univ, dr. V. Sudacevschi

" 2016

MANAGEMENTUL SECURITATII RETELELOR CORPORATIVE

Teza de master in

Calculatoare
(programul de masterat )

Masterand: (S. Dilevschi_ )
Conducator: (E. Gutuleac_ )

Chisinau — 2016



Declaratia de onestitate



Adnotare

La teza de master cu tema “Managementul securitatii retelelor corporative”, prezentatd de
catre masterantul Dilevschi Sergiu, este scrisd in limba romana si este desfasurata pe trei capitole.

Aceasta teza este dedicata studiului tehnologiilor utilizate pentru implimentarea si intretinerea
managementului securitatii retelelor corporative bazatd pe cercetarea retelelor a doud companii
diferite dupa necesitati, structurd, sistem de operare si licentiere. Scopul acestei lucrare este studiului
modelelor de securizare a retelelor.

Motivul principal de a executa cercetarea datd consta interesul deosebit fatd de sistemele de
securizare si metodelor de combatere a infractiunilor electronice, care este o problema actuala, unde
zi de zi apar noi tehnologii atit de securizare cit si combatere a acestor tehnologii.

Teza include: introducerea in domeniul tehnologiilor de administrare a retelelor; analiza
situatiei In domeniul respectv; analiza sistemelor de operare, lideri in domeniu; analiza riscurilor;
managementul riscurilor; metode si tehnici de securizare a datelor In cazurile exeptionale; analiza
tipurilor de atacuri si metodelor de combatere a acestora; analiza comparativa in baza a doua exemple
cu structurd si functionalitate complet diferite, dar cu aceleasi scopuri de functionalitate, a
managementului securitdtii retelor bazate pe exemple.

Lucrarea de master include 3 capitole pe 68 de pagini text de baza, 1 anexa, 7 listinguri si 27

de figuri.

Cuvintele cheie: Securitate; Sistem de operare; Retele; Servicu; Firewall; Management.



Annotation

Thesis Corporativ network security management presented by Sergiu Dilevschi as Master
project is written in Romanian and is developt in three chapters.

This thesis is dedicated to analize used technologies for implementation and maintenance of
corporative networks management, based on networks researching of two different comapnies in
structure, necesities, operating system and software licencing.

The main reason to perform this research is particular interest beside method of cybercrime
and data securization, which is an current problem and in this domain everey day are new technologies
so as to secure and combat these technologies.

Thesis includes: network management technologies ; domain analysis of the situation in the
field; operating systems description and analysis, leaders in the world; risks analysis ; risks
management; methods and techniques of data security in different cases; Analysis of network attacks
and methods to combat them; Comparative analysis on two examples of completely different structure
and functionality, but with the same goals, security management, network based on.

Master thesis includes three chapters on 68 pages basic text, 1 annex, 7 listings and 27 figures.

Thesis keywords: Security; Operating system; Networking; Service; Firewall, Management.
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