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Abstract. A significant part of medical information, but especially that related 

to patient records, is very sensitive confidential information. A health care 

facility is at risk of becoming completely unable to activate as needed if data 

from patient i-records are altered or can no longer be accessed. Unfortunately, 

in 2023, according to [1], the healthcare sector bears the brunt of cybercrime 

activity, accounting for 14.2% off all attacks targeting critical infrastructure. 

The cyber security peculiarities of biomedical informatics systems (HISs) 

and networks (HINs) are systematized. Based on these particularities and on 

some statistical data, the acuteness of HISs/HINs͛ security is estimated. Cyber 

security standards [2] in the field, briefly described in the paper, facilitate the 

orientation in the multitude of aspects and requirements of cyber security in 

various practical situations. Also, some specific solutions [3] for securing 

HISs/HINs are described. They can serve to define cyber security modalities in 

concrete cases. The requirements of cyber security and, respectively, the 

implementation of the respective informatics means in informatics 

applications, systems and biomedical networks to comply with them depend 

on each specific case.  
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