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REZUMAT

CURLAT VITALI

Tema: Proiectarea si cercetarea dispozitivelor criptografice bazate pe Arduino utilizand
limbajul de programare vizual XOD.

Structura lucrérii: Introducere, 3 Capitole, Concluzii, Bibliografie

Cuvinte-cheie: Criptografie, XOD, Arduino, Programare, Criptare, Generator, secvente pseudo-
aleatorii.

Scopul lucrarii: Proiectarea si cercetarea dispozitivelor criptografice bazate pe Arduino
utilizdnd  limbajul de programare vizual XOD.

Obiectivele lucrarii: analiza capacitatilor tehnice ale Arduino, analiza mediului de programare
a blocului XOD, analiza metodelor de criptografie cu rezistentd acceptabild, gisirea unui
compromis pentru implementarea metodelor de criptografie cu rezistenta acceptabila in mediul
de dezvoltare XOD pentru Arduino, crearea unui program de implementare a blocurilor
criptografice In XOD, evaluarea rezistentei criptografice a algoritmului si a dispozitivului
dezvoltare XOD.

Metodele aplicate: in conformitate cu sarcina, au fost utilizate metode de programare a blocului
XOD, programare C ++, generator de secvente pseudo-aleatoare .

Rezultatele obtinute: Pe parcursul lucrdrii, a fost gdsit un compromis cu privire la
implementarea dispozitivului criptografic pentru streamingul criptdrii datelor cu resurse limitate
al Arduino. S-a realizat dezvoltarea elementului care lipseste (in limbajul de programare C ++).
In mediul de dezvoltare XOD pentru Arduino, a fost implementat un generator de secvente
pseudo-aleatoare ca unitate separata. Blocul elaborat compilat si verificat in programul XOD
pentru Arduino. A fost evaluata rezistenta criptograficd a algoritmului si a dispozitivului
proiectat. Sunt identificate domeniile potentiale de aplicare a dispozitivului criptografic
dezvoltat: criptarea datelor interne, criptarea fluxului de date pentru protocoale care se utilizeaza

pentru comunicare intre dspozitive.



SUMMARY

CURLAT VITALI

Title: Elaboration and research of Arduino based cryptographic devices using the visual
programming language XOD.

Thesis structure: Introduction, three chapters, Conclusions, Bibliography, Appendices.
Keywords: Cryptography, XOD, Arduino, Programming, Encryption, Generator, Pseudo-
random sequence.

Thesis purpose: Elaboration and research of Arduino based cryptographic devices using
the visual programming language XOD

Objectives: analysis of the technical capabilities of Arduino, analysis of the XOD block
programming environment, analysis of cryptographic methods with acceptable strength,
searching of a compromise for the implementation of cryptographic methods with acceptable
strength in the XOD development environment for Arduino, developing a program for
implementing a cryptographic block in XOD, evaluating the cryptographic strength of the
algorithm and the developed device, ensuring the availability of the created cryptographic
devices for users of the XOD development environment.

Applied methods: In accordance with the task, the methods of block programming XOD, C ++
programming, Pseudo-random number generator were used.

The Obtained Results: During design of the project, a compromise was found for the
implementation of a cryptographic block for streaming data encryption with limited resources of
Arduino devices. The development of the missing element was carried out (in the C ++
programming language). In the XOD development environment for Arduino, a pseudo-random
sequence generator (PRS) was implemented as a separate block. The model was compiled in the
XOD program for Arduino. The cryptographic strength of the algorithm and the developed
device is assessed. Potential areas of application of the developed cryptographic device are
identified: encryption of internal data, encryption of data flow for protocols that are used for

communication between devices.
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BBEJAEHHUE

B Hacrosiiee BpeMsi KOPpEKTHBIN aHanu3, o0padoTKa U JOCTOBEPHOCTh JAaHHBIX KaK HUKOI/a
aktyanbHbl. Cerosis , B nepuoja 4 MHAYCTPUAIbHON PEBOIIOLMU, KOTJIa MUP JIeJAaeT HOBBIM miar
K aBTOMAaTH3allUUd CHCTEM, KaK HUKOTJ/Ia BAKHO 00€CreYnTh WHPOPMAIMOHHYIO 0€30MacHOCTb.

Kaxxapiii u3 mpoTOKOJIOB (PYHKIIMOHUPYET IO OIpEIeICHHbIM MpPaBUIIaM , YUHUTHIBAET
BO3MOJXKHBIE COOU B IpoLIecce Nepesayn JaHHbIX. B OCHOBHOM CBOEM OOJIBIIMHCTBE MPOTOKOJIbBI
UCIIOJIB3YIOUIUECS MPU KOMMYHUKAIIMU MEXKIY MUKPOKOHTPOJIEPAMH MPOCTHI U OTKPBITHI TaK
KaK arnrapaTHO- BBIYUCIUTEIIbHBIA PECYPC Y HUX OTPAHUYEH, YTO SIBJISIETCS MUHYCOM, TaK KaK He
cocTaBisieT OOJNBIIOTO TpyAa 3JOYMBIIUIEHHHKAM BMEIIAThCS B  MPOILECCHl  pabOThI

YIIpaBJIsIEMbIX CUCTCM.

Llenbto paboTsr siBasietcs: PaspaboTka u ccienoBanne KpUNTorpaguueckinx yrpoicTs Ha

ocHoBe Arduino ¢ HCITOJIb30BaHHEM BU3YAJIbHOTI'O IPOIrpaMMUPOBAHUA.

[TocTaBneHsl cienyronye 3a1a4u:
1. AHanmu3 TEXHUYECKUX XapaKTEePUCTHK pa3iIuuHbIX IaaT Arduino, JOCTYIHOCTH B
ucrnonb3oBaHuu. O3HakoMieHHe ¢ Trpaduueckoil miuatgopmoit nporpammupoBanus XOD,
OOIIMMU NPUHIMIIAMHI (YHKIIMOHUPOBAHUS IPpauuecKoro nporpaMMHpPOBAHUS.
3. AHanu3 O0coOEHHOCTEW, NpeuMyllecTB M HexocrtatkoB Iwiargopmsel XOD  mpu
porpaMMupoBaHuu miat Arduino.
4. N3yuenne 06a30BbIX MNPUHLIMIIOB HaNMCaHUE OJIOKOB HOJ [uid OJOYHOTO sA3bIKa
nporpamuposanus XOD.
5. Ananu3 6a30BbIX PUHIUIIOB HIN(POBAHUS.
6. PazpaboTka kpuntorpadhuyeckoro yCTpoucTBa U peaian3aiusi IporpaMMHOro koja 0joka
mudpoBanus, BHeApeHue ero B XOD

B kadecTBe MHCTPYMEHTOB pEIIEHO MCIOJIb30BaTh Cpelly OJIOUHOTO MPOTrpaMMHUPOBAHHUS
XOD. Ha panssiii mMoMeHT B OubOimorexkax XOD He peanu3oBaHbl MeTONbl HIM(POBaHUS
JAHHBIX, YTO HA CETOJHSIIHUMN I€Hb SBISETCS OJHUM U3 HEIOCTATKOB.

Co3nanHbli 6J10K MUGPOBAHUS MOXKET IPUMEHSTCS B KaUeCTBE 3aIIUTHI KaHAJa CBSA3U OT
nepeAaTyrka K NpUEeMHHKY, 3alIu(pOBbIBasl JaHHbIE U HE OCTaBJISIsI BO3SMOXHOCTH NepexBara u

M3MEHEeHUs: HHPOopMaIuu.
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