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REZUMAT

Tn capitolul introductiv al tezei se prezinta problemele legate de asigurarea calitatii
transmisiei in retelele fara fir, cu accent pe probleme de securitate, initializarea apelurilor si
distributia multipla. Din punct de vedere al securitatii, retelele fara fir sunt relativ mai pugin sigure
decét cele cablate. Persoanele neautorizate, aflate in zonele de acoperire ale punctelor de acces pot
profita de aceasta structura de retea si le pot accesa fraudulos. Retelele fara fir au prevazute, inca de
la implementare, diferite bariere care formeaza asa numita securitate de baza si care Tmpiedica
accesul neautorizat in retea. Pentru persoane rau intentionate, cu buna pregatire in domeniu, de tipul
hackerilor, securitatea acestor retele este discutabila.

Tn capitolul 2 ,,Stadiul actual al securititii VoIP in retelele fara fir” se prezinta starea actuala
a masurilor adoptate pentru asigurarea securitatii aplicatiilor VoIP. Este realizata 0 evaluare a
riscurilor utilizarii VoIP din perspectiva furnizorilor si utilizatorilor de servicii de voce prin retelele
fara fir. Sunt mentionate tipurile de atacuri si algoritmii de criptare utilizati pentru a asigura
securitatea comunicatiilor fara fir. De asemenea, sunt prezentate masurile de securitate a serverelor
care deservesc retelele VoIP.

Tn capitolul 3 ,,Performantele sesiunii de initializare SIP in retelele fara fir” ca caracter de
noutate se prezintd un contor de timp adaptiv menit sa optimizeze performantele protocoalelor de
semnalizare din sesiunea de initializare. In acest capitol sunt reprezentate: Intarzierile din sesiunea
de initializare SIP, protocoalele de transport TCP, UDP, analiza semnalizérilor SIP din legéturile
fara fir, suportul pentru serviciile VoIP, arhitectura, intarzierile survenite in transmiterea si receptia
datelor, precum si solutia propusa. De asemenea sunt relevate solutii pentru asigurarea securitatii in
retelele fara fir cu caracter de noutate si care prezinta contributii ca: un prototip de software pentru
securitate prin mobilitatea sistemelor VoIP si implementarea unui sistem criptografic pentru o

comunicatie sigura client-server.



SUMMARY

The introductory chapter of the thesis is devoted to a presentation of the problems linked to
transmission quality assurance in wireless networks, making an accent on the security problems,
call initialization and multiple distributions. From the security point of view, wireless networks are
relatively less secure than wired networks. Unauthorized persons, who are in the access points’
coverage areas can exploit this network structure and thus can access the network in a fraudulent
way. The wireless networks are provided, from the implementation stages, with different barriers
which constitute the so called basic security and prevent the unauthorized access to the network. For
fraudsters with special abilities, as for instance hackers, the security of these networks is
questionable.

The second chapter “The actual stage of VoIP in wireless networks” presents the current
state of adopted measures in order to ensure the security of VolIP applications. An evaluation of the
VoIP deployment risks is performed from the suppliers’ perspectives and voice services users who
are clients of wireless networks. There are also mentioned different types of attacks and encryption
algorithms used for security assurance of wireless communications. Some security measures
implemented in VoIP network servers are also presented.

The third chapter “Session initiation SIP performances in wireless networks” introduces
some news and presents a time adaptive counter designed to optimize the performances of the
signaling protocols used in the session initiation stage. This chapter deals with: delays within the
SIP session initiation, TCP and UDP transport protocols, analysis of the SIP signaling deployed in
wireless connections, VoIP services support, the architecture, delays which take place during the
data transmission and reception, as well as the suggested solution. Last but not least, there are
revealed some solutions for security assurance of wireless networks and some contributions as: a
software prototype for security via mobility of the VolP systems and the implementation of a

cryptographic system for a secure client-server communication.
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