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REZUMAT

Tn prezenta tezd de master s-a proiectat o retea de comunicatii pentru compania
Endava in baza tehnologiei VPN. Deoarece Endava este o companie internationala
tehnologia VPN ne permite extinderea serviciilor afacerii la nivel international.

Tehnologia VPN este conceputa pentru a creea intr-0 retea publica o subretea
de confidentialitate in exactitate cu o retea fizica, in cadrul careia sunt conectati
numai utilizatori autorizati. Tehnologia VPN suporta aceelasi nivel de securitate,

Conform studiului bibliografic, primul capitol al tezei este axat pe clasificarea
tehnologiilor VPN, componentelor de structura, protocoalelor de securitate si
protocoalelor de tunelare.

In capitolul doi al tezei sunt descrise asocierile de securitate prin care se
negociaza si se Stabilesc parametrii conexiunii in cazul retelelor de tip VPN. De
asemenea, au fost analizate protocoalele de securitate implementate in retelele VPN.

Tn capitolul trei al prezentei teze au fost reprezentate in baza aplicatiei Cisco
Packet Tracer: aspectele tehnologice, descrierea solutiilor tehnice, tehnologiile
implementate in cadrul simularii, selectarea si configurarea echipamentului activ de

retea.



SUMMARY

The master thesis shows developement of a communications network for the
company Endava, based on VPN technology. Because Endava is an international
company, VPN technology gives us the possibility of extending business services
globally.

VPN technology is designed specifically to create a privacy sub network over a
public network, that has privacy nearly as high as in a real private network and allows
only authorized users to connect. VPNs maintain the same security technology,
priority traffic management possibilities and confidence as a private physically
network.

According to bibliographie study, the first chapter is based on clasifications of
VPN technologies, structure components and security protocols.

In second chapter of the thesis are described the security associations that
negotiate and establish connection parameters for VPN networks. Also, are described
the security protocols implemented in VPN networks.

In third chapter are presented in Cisco Packet Tracer: technological aspects,
description of simulated technical solution, used technologies, selection and

configurinf of network equipment.
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