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Abstract— This scientific paper presents how a problem
in the field of cybersecurity can be solved by using the
scientific method Design Science Research (DSR). The
research problem is the lack of a comprehensive cyber
security framework that meets international security
standards for HEIs (Higher Education Institutions) in
Moldova. Although the need for a centralized approach to
cybersecurity in  university networks, which are
decentralized and open by design, is increasingly emerging
with the digitalization of HEIL. Thus, actions were identified
for each stage of the DSR method, which as a result will
produce a cyber security conceptual framework (CSCF) for
increasing cyber security in HEIs.
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I. INTRODUCTION

Universities currently provide several services based
on communication networks. Thus, HEIs (Higher
Education Institutions) have become dependent on
Information and Communication Technologies (ICTs), in
order to provide digital educational and research services,
indispensable in the 21st century.

Unfortunately, recent researches have highlighted an
impressive increase in cyber-attacks within HEIs in 2020
[1]-[4], which makes the situation alarming and requires
prompt reactions. Insufficient knowledge of the risks
associated with information assets can significantly
damage the activity of HEIs [5]. It is necessary to consider
support assets such as: network devices, applications,
human resources, infrastructure; that are used to protect
the primary assets of HEIs such as:

-business processes: online courses, exams, IT
infrastructure for students or dedicated applications;
-information: research data and personal data,

intellectual property or dissertation materials, financial
records.

Thus, cyber security will play an increasingly
important role in the activity of HEIs, in the next period.
Cyber security has been defined by the International

228

Communications Union (ITU) to mean "a collection of
tools, policies, security concepts, security safeguards,
guidelines, risk management approaches, actions, training,
best practices, assurance and technologies that can be used
to protect the cyber environment, and organization and
user's assets" [3]. Researchers recommend the
implementation of cybersecurity frameworks, to achieve
proper protection in the campus network [6], [7].

The framework can be defined as a network or a plan
of interconnected concepts, which provides a
comprehensive understanding of a phenomenon [7].
Approaching cybersecurity in HEIs by implementing a
conceptual framework will allow the combination of
several existing concepts so that the framework created is
one focused on the activity of HEIs and effectively
protects cyber security.

In this scientific article, the method of Design Science
Research (DSR) proposed by the author to develop a
cyber security conceptual framework (CSCF) for HEIs in
Moldova was analyzed. Without a strong component that
produces explicitly applicable research solutions, research
in the cyber security field, faces the potential of losing
influence over research streams for which such
applicability is an important value [9]. The actions and
what were achieved for each stage of the DSR method
were established, in order to understand how the CSCF
was developed and the result of the scientific study to be
reproducible.

Thus, the second section of this work will describe the
research problem, in the third section the reasons for
selecting the DSR method were established, the fourth
section will describe the process by which DSR
contributed to the development of CSCF for HEIs in the
Republic of Moldova. The last section is reserved for
conclusions.
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II. BACKGROUND

The need for comprehensive research, to create the
CSCF for Higher Education Institutions in the Republic of
Moldova, was based on:

- the survey in which the stakeholders of the
Information Technology departments from the 9 largest
state institutions in the Republic of Moldova participated.
The results of the survey show that HEIs are not certified
with any standards for information security and do not
have an authorized cybersecurity framework;

- the literature review of research articles about how to
ensure cyber security in HEIs, which elucidated the
problem of insufficient research regarding the cyber
security frameworks implemented in the HEI.

Researchers have differing views on the cybersecurity
framework that would be appropriate for HEIs, however
the following standards prevail: 1ISO27001, COBIT and
ITIL. The problem is that standards are oriented of
commercial organizations, that why is difficult to
implement them in universities [10]-[12].

The research problem can therefore be defined as:” the
lack of a cyber security framework for HEIs in the
Republic of Moldova”. The development of CSCF would
solve this problem.

In the field of cyber security, in Moldova, exists the
Government Decision 201 (GD.201), of 28-03-2017, on
the approval of the Mandatory Minimum Cyber Security
Requirements [13], that refers to all public organizations,
without a special emphasis on the specifics of HEIs,
moreover, in a paper previously published by the author
[14], multiple gaps were identified between DG201 and
1SO27001.

II1. DESIGN SCIENCE RESEARCH METHOD

The challenge was to select a method that would allow
the creation of a product, a security framework that would
solve cybersecurity issues in HEIs. This premise was the
basis for identifying the scientific method Design Science,
intensely used internationally, the finality is an artifact
that can be a model, concept or framework [15]-[17].

DSR is defined as "a problem-solving paradigm that
seeks to improve knowledge by creating innovative
artifacts" [15]. Another approach to DSR is "research in
design science (DSR), also known as constructive
research, is a methodological approach concerned with the
design of artifacts that serve human purposes" [18].

The result of this type of research, as already
mentioned, is an artifact that solves a problem in the field,
also known as the concept of solution, which must be
evaluated by criteria of value or utility [18]. The DSR
method has been appreciated as one of the main research
methods for engineering [18].

DSR projects must offer both intellectual merit in
creative design and extended impact in the application
field through original solutions to the research problem
[16], [17]. This is seen as an opportunity to demonstrate
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the rigor and relevance of Information Systems as an
academic field [19], [20], and Information Systems
research should help address real-world challenges [21].

Research is linked to the need for solutions to be
investigated  empirically =~ with  specialists ~ from
organizations using specific technology [15]. Often, the
analysis of the business environment and the derivation of
the specific needs to be addressed build the starting point
of a DSR project. However, there are also situations where
the needs have already been studied and can be taken from
existing research [15].

DSR aims to create an innovative solution to the
problem, which in most cases builds on the existing
components of a solution and combines, revises and
expands existing design knowledge [15]. Simon [22]
stated that "solving a problem means presenting it so that
the solution becomes transparent".

The literature identifies 6 typical stages of the DSR
project: problem identification and motivation, definition
of objectives for solution, design and development /
design of the artifact, demonstration, evaluation, followed
by communication of results [9], [15], [23]. In the next
section will be assigned the specific actions for each stage
of DSR, to develop CSCF artifact.

IV. COMMUNICATION OF RESULTS

In order to solve the research problem, the DSR
method was used, which allowed the creation,
development and evaluation of CSCF artifact, which can
be later implemented to increase cyber security in HEIs,
as long as this scientific method focuses on solving a
specific problem in the field [15], [16]. Figure 1 shows the
actions performed according to the DSR stages.
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Figure 1. DSR stages
A. Problem identification and motivation

Due to decentralized networks, consisting of several
small networks, opening to the Internet [18], to provide
extensive educational services to students, HEIs are
vulnerable to various cyber-attacks. Due to the impressive
amount of personal data or research data with which it
operates, it is of great interest to cyber attackers. However,
HEIs in the Republic of Moldova are not certified with
any security standard and have not implemented a
comprehensive cyber security framework such an
Information Security Management System that is
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recommended by ISO27001, or another cyber security
framework.

B. Definition of objectives for solution

The objective was to develop a cybersecurity
conceptual framework for HEIs, based on the security
standard ISO27001, to comply with the Bologna process,
which defines the importance of implementing
frameworks internationally recognized as an extremely
important process. The challenge was to identify the value
criteria for the CSCF artifact. The proposed criteria and

arguments can be seen in Table 1.
Table 1. Criteria of value

Nr Criterion Arguments

1 Contain  controls  corresponding

business processes in academia

Target group
oriented

2 The artifact must determine the main
steps after which the cybersecurity
framework will be implemented

within the HEI

Implementation
phases

The roles of staff involved in the
implementation of cybersecurity in
HEIs must be clearly defined, in order
to know the responsibilities of the
post and to designate the owners of
critical assets.

Predefined roles

In order to increase the effectiveness
of the security framework, it is
necessary to identify the real risks,
related to the critical assets and the
threats that may affect them. To assess
the impact of risks.

Risk management

Efficient The efficiency of the artifact depends
directly on how well it is understood
by HEI specialists, who are going to
implement it. How clearly the
objectives, purpose and

implementation phases were defined.

Scalable It can be implemented in any
institution, regardless of its size and
the complexity of the services it

provides

International
importance

The security framework for HEIs
must comply with international
standards in this field, and subsequent
certification of institutions is an
appreciable objective.

The Delphi method was used to evaluate the CSCF
artifact, as it is suitable for obtaining expert
recommendations when designing a new information
system [24], that solves a problem in the real environment.
The generic characteristics of the Delphi method are:
selection of experts, creation of a panel (repetitive
investigation method to follow the evolution of a
phenomenon through requests for information, at pre-
established intervals, from the same groups of people),
anonymity of participants, iterations and feedback [24].

C. Design and development

The development of the CSCF artifact was based at
the initial stage on the review of the literature to identify
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the security frameworks for HEIs, recommended by
researchers, the security standards analyzed through their
implementation in academic institutions and the current
state of research in this field. Thus, it was established that
the development of the CSCF artifact is based on
ISO27001. But the big challenge has been to determine
how ISO27001 controls can be implemented, being
generic. Thus, it was established that the development of
the CSCF artifact should be achieved through the synergy
of ISO27001 and IT - Grundschutz Kompendium which is
a technical guide containing the necessary tools for the
implementation of security controls. And finally,
interdependencies were created between university
business processes and support assets.

D. Demonstration

After the CSCF artifact was created, it was presented
to the selected experts and stakeholders. The Likert scale,
often used in many scientific articles [25], [26] was
subsequently proposed to evaluate the artifact in the light
of the value criteria set out in point B. Thus, in order to
demonstrate the effectiveness of the criterion, it was
necessary to place it between 4 “Highly efficient” and 5
“Most efficient”, the criterion was assessed as suitable for
the validation of the artefact.

E. Evaluation

This activity should determine how much the CSCF
artifact supports solving the research problem [1], this is
possible in view of the objectives set out in point B,
compared to the result of point D.

The qualitative method of evaluating the artifact was
used, through several Delphi rounds, which allowed
obtaining the evaluation through empirical evidence
(feedback from experts and specialists in the field) and
evidence proven by applying the international standard
ISO27001. The qualitative approach facilitates a better
understanding of the perceptions, beliefs and attitudes of
the participants in the philosophical interpretive study of
information systems [27]. The qualitative method allows
to understand the context of a solution, including based on
the comments made by HEIs specialists.

Thus, for the initial evaluation, the CSCF artifact was
presented to the experts for evaluation, a great value
representing the recommendations given by the experts.
Subsequently, for empirical evaluation, the CSCF artifact
was presented to HEIs stakeholders. The post-
implementation feedback will be presented after the CSCF
artifact will be implemented for a certain period of time in
the HEIs of the Republic of Moldova.

F. Communication of results
The communication of the results took place through

the publication of scientific articles and participation with
communiqués at national and international conferences.



21-22 October, 2021

Chisinau, Republic of Moldova Network & Communication

The 11" International Conference on
Electronics, Communications and Computing

https://doi.org/10.52326/ic-ecco0.2021/NWC.02

Thus, the criteria according to which the CSCF artifact
was developed, the novelty of the product and how it will
have an impact on the increase of cyber security in the
HEI will be exposed. The CSCF artifact was presented to
both the technology-oriented and the management-
oriented public. This will allow practitioners to reap the
benefits of the CSCF artifact, and researchers to build a
cumulative knowledge base for further extension and
evaluation of the artifact [2].

V. CONCLUSIONS

The DSR method was the research method selected to
develop the conceptual framework for increasing cyber
security in HEIs in Moldova.

This research method is qualitative, in order to obtain
qualitative results, the Delphi method was selected, and
the Likert scale to evaluate the value criteria of the
proposed conceptual framework.

The chosen scientific method made it possible to
identify the steps needed to solve the identified research
problem, so it can be concluded that it is effective in the
field of cyber security.
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