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About:

Network security is a broad term that covers a multitude of technologies, devices and
processes. In its simplest term, it is a set of rules and configurations designed to protectthe
integrity, confidentiality and accessibility of computer networks and data using both
software and hardware technologies. Every organization, regardless of size, industry or
infrastructure, requires a degree of network security solutions in place to protect it from the
ever-growing landscape of cyber threats in the wild today.

Today's network architecture is complex and is facing a threatful environment that is
always changing and attackers that are always trying to find ways to exploit vulnerabilities.
These vulnerabilities can exist in a broad number of areas, including devices, data,
applications, users and locations. For this reason, there are many network security
management tools and applications in use today that address individual threats and exploits
and also regulatory non-compliance. When just a few minutes of downtime can cause
widespread disruption and massive damage to an organization's bottom line and reputation,
it is essential that these protection measures are in place.

The guide of solved practical exercises is developed according to the study programs in
the course Networks Security for the Technical University of Moldova.

Each paper concludes with comprehension verification questions, which include the
minimum knowledge required to perform the laboratory work that will be presented to
students by the teacher.

The guide is intended for students enrolled in the specialties where the Networks
Security
course can be found in the curriculum, full-time or part-time mode of study.

The support that contains solved practical examples is as an Appendix for the lessons
recorded for the Networks Security university course on the eLearning platform of the
Technical University of Moldova, access link:
https://lectii.utm.md/courses/retele-de-calculatoare-computer-networks/

https://www.researchgate.net/publication/367041027 Computer networks Practical ex
amples solved to be introduced in computer networks

This guide is intended to supplement the didactic-methodical support of the Network
Security discipline included in the study programmes of several specialties within the
Technical University of Moldova.


https://lectii.utm.md/courses/retele-de-calculatoare-computer-networks/
https://www.researchgate.net/publication/367041027_Computer_networks_Practical_examples_solved_to_be_introduced_in_computer_networks
https://www.researchgate.net/publication/367041027_Computer_networks_Practical_examples_solved_to_be_introduced_in_computer_networks

Introduction:

Networks are routinely attacked. A quick Internet search for network attacks will return many
articles about network attacks, including news about organizations that have been compromised,
the latest threats to network security, attack mitigation tools, and more.

Network security directly relates to the business continuity of an organization. Network
security breaches can disrupt e-commerce, cause loss of business data, threaten people's privacy
and compromise information integrity. These breaches can result in lostrevenue for corporations,
intellectual property theft, lawsuits, and even threaten public safety.

Maintaining a secure network ensures the safety of network users and protects business
interests. Keeping a network secured requires vigilance from an organization's network security
professionals. The latterly must be constantly aware of new and evolving network threats and
attacks, as well as device and application vulnerabilities.

Internal threats have the potential to cause greater damage than external threats because internal
users have direct access to the building and its infrastructure devices. Employees may also have
knowledge of the corporate network, its resources, and its confidential data.

Network security professionals must implement tools and apply techniques to mitigate both
external and internal threats, in order to protect organization's data, as well as implement various
data loss prevention controls that combine strategic, operational and tactical measures.
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