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ABSTRACT

Securitatea informatiilor este cruciald pentru organizatiile de toate tipurile, in special pentru
intreprinderile mici si mijlocii. Importanta securitatii informatiilor poate fi explicatd prin triada securitatii
informatiilor, care cuprinde confidentialitate, integritate si disponibilitate. Confidentialitatea se refera la
protectia informatiilor impotriva dezvaluirii neautorizate, integritatea la protectia informatiilor impotriva
modificarilor neautorizate si disponibilitatea pentru asigurarea ca informatiile sunt disponibile atunci cand

este necesar.

Pentru a implementa masuri de securitate a informatiilor, doud cadre utilizate In mod obisnuit sunt
NIST 800-53 si CIS Controls. NIST 800-53 este un cadru cuprinzator care acopera Intregul spectru al
securitatii cibernetice si este extrem de personalizabil. Acesta ofera indrumari detaliate si este adesea folosit
ca baza de conformitate pentru organizatiile care manipuleaza informatii sensibile. Pe de alta parte, CIS
Controls este un set de 20 de controale concepute pentru a proteja Impotriva amenintarilor cibernetice
comune. Se concentreaza pe cele mai importante domenii de securitate si simplificd implementarea pentru
organizatiile cu cunostinte limitate in domeniul securitétii cibernetice. Desi nu oferda Indrumari detaliate

pentru monitorizarea continud, poate ajuta organizatiile sa indeplineasca cerintele de conformitate.

Ambele cadre necesita monitorizare constantd si evaluare a riscurilor pentru a fi la curent cu cele
mai recente amenintari cibernetice. IMM-urile din Moldova pot beneficia de utilizarea acestor cadre pentru
a dezvolta un cadru de securitate personalizat care prioritizeaza cele mai importante controale in functie de
nivelul de risc pe care 1l atenueaza si de fezabilitatea lor pentru implementare. Acest lucru poate ajuta IMM-
urile sa reduci riscul atacurilor cibernetice si sa isi protejeze informatiile sensibile. In plus, implementarea
acestor cadre poate ajuta IMM-urile sa indeplineasca cerintele de reglementare si de conformitate, ceea ce

le poate ajuta sa evite sanctiunile si daunele reputatiei.



KPATKOE COAEPKAHUE

HNudopmannonnas 0e30MacHOCTh MMEET peIlaroliee 3HaueHHe Uil OpraHU3alfii BCEX THIIOB,
0co0eHHO Juisi MaibelXx U cpennux npeanpustuii (MCII). BakHocTh MH(POPMAIIMOHHON 0€301MacHOCTH
MOKHO OOBSICHUTB TPHAIOW HHPOPMALIMOHHOW O€301IaCHOCTH, KOTOPasi BKIFOYAET KOH(UACHIIMAILHOCTD,
[ETOCTHOCTh W JOCTYMHOCTh. KOH(PHIEHIIMANIBHOCT OTHOCHTCS K 3amure uHpOpMamuu OT
HECaHKIIMOHUPOBAHHOTO PACKPHITHSI, IIETIOCTHOCTh — K 3aIIUTE HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOTO
W3MEHEHHS, a JIOCTYIHOCTh — K TapaHTHH TOro, 4To HHGopMarus OyaeT TOCTYyIHa, KOTJa 3TO

HEe00X0aUMO.

Jns peanuzanuu Mep WHGOPMAIIMOHHON 0€30MacHOCTH OOBIYHO HMCIOIB3YIOTCS JIBE CTPYKTYDHI:
NIST 800-53 u CIS Controls. NIST 800-53 — 310 BceoOBeMIIrONIasi CTPYKTYPa, OXBAThIBAOIIAs BECh
CHEeKTp KubepOe3onmacHOCTH M 00jajaromias HIMPOKHMMU BO3MOXKHOCTSIMHM HAcTpOMKH. OH COIEpKUT
MOJIpOOHOE PYKOBOJICTBO M YaCTO HCIIOJIB3YETCSl B Ka4eCTBE OCHOBBI COOTBETCTBHS IJISi OpraHU3aIHi,
paboraronmx ¢ kKoHMuaeHmanbHo uHPopMmarmeir. C apyroit croponsi, CIS Controls npencrasisier
coboit Habop u3 20 37IeMEHTOB YIpPABICHMS, MpeIHA3HAUYEHHBIX AJIS 3aLIUThl OT PACHPOCTPAHEHHBIX
kubepyrpo3. OH (okycupyercst Ha HanOoJiee BaKHBIX 00JacTAX 0€30MaCHOCTU U YIIPOIIAeT BHEIPEHUE
JUI OpraHu3aluil ¢ OrpaHUYEHHBIMU 3HAHUSAMHU B 00J1acTH KuOepOe30nacHOCTH. XOTs OH HE COAEPIKUT
MOJIPOOHBIX PEKOMEHIAIM MO HENpPEePHIBHOMY MOHHUTOPHHTY, OH MOXET IOMOYb OpTaHU3aIUsIM

BBITIOJIHUTD Tpe6OBaHI/IH COOTBCTCTBHA.

O6e miardopmbl TpeOYIOT MOCTOSHHOTO MOHUTOPUHIA U OLIEHKH PHUCKOB, YTOOBI OBITH B Kypce
nocneaHux kubdepyrpos. MCII B MonaoBe MOTyT u3BJIedb BBITOJlY U3 HUCIOJIb30BAHUS 3TUX PaMOK JUIs
pa3pabOTKU HHANBUYATbHOM CUCTEMBI O€30IIaCHOCTH, B KOTOPOU IPUOPUTET OTNAETCsI HanboIee BaKHBIM
CpEICTBaM KOHTPOJII Ha OCHOBE YPOBHS PHUCKa, KOTOPBII OHU CHUXKAIOT, U BO3MOKHOCTH MX PEATU3ALINN.
310 MmoxeT moMoub MCII CHU3UTH PUCK KHOEpATaK 1 3alIUTUTH CBOIO KOH(UICHIIMATIbHYIO0 HH(GOPMAIIHIO.
Kpome Toro, BHenpenue »Tux pamok moxkeT nmomoub MCII cobmonaTe HOpMaTHBHBIE TPeOOBAHUS, YTO

MOKET ITOMOYb UM M30€XKaTh IJ_ITpa(I)OB " pCIIyTAllUOHHOT'O ymep6a.



ABSTRACT

Information security is crucial for organizations of all types, especially small and medium-sized
enterprises (SMEs). The importance of information security can be explained by the information security
triad, which comprises confidentiality, integrity, and availability. Confidentiality refers to the protection of
information from unauthorized disclosure, integrity to the protection of information from unauthorized

modification, and availability to the assurance that information is available when needed.

To implement information security measures, two commonly used frameworks are NIST 800-53
and CIS Controls. NIST 800-53 is a comprehensive framework that covers the full spectrum of
cybersecurity and is highly customizable. It provides detailed guidance and is often used as a compliance
basis for organizations handling sensitive information. On the other hand, CIS Controls is a set of 20
controls designed to protect against common cyber threats. It focuses on the most important security areas
and simplifies implementation for organizations with limited cybersecurity knowledge. While it does not
provide detailed guidance for continuous monitoring, it can help organizations meet compliance

requirements.

Both frameworks require constant monitoring and risk assessment to stay up to date with the latest
cyber threats. SMEs in Moldova can benefit from using these frameworks to develop a customized security
framework that prioritizes the most important controls based on the level of risk they mitigate and their
feasibility for implementation. This can help SMEs reduce the risk of cyber attacks and protect their
sensitive information. Furthermore, the implementation of these frameworks can help SMEs meet

regulatory and compliance requirements, which can help them avoid penalties and reputational damage.
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NIS — The Network and Information Security

OES — Operators of Essential Services

DSP — Digital Service Providers

CIS — Centre for Internet Security

NIST — National Institute of Standards and Technology
IG — Implementation Group

MCII — Manslii-cpennuii OuzHec

CAF — Cyber Assessment Framework

NCSC — National Cyber Security Centre

. EE — Essentials Entities

. IE — Important Entities

. FIPS — Federal Information Processing Standards

. AES — Advanced Encryption Standard

. FISMA — Federal Information Security Modernization Act

. SP — Special Publication

. HIPAA — The Health Insurance Portability and Accountability Act
. DFARS — Defence Federal Acquisition Regulation Supplement

. PCI DSS — Payment Card Industry Data Security Standard

. GDPR - General Data Protection Regulation

. FIPS — Federal Information Processing Standards

. CIS RAM - Center for Internet Security Risk Assessment Method
. SaaS — Software as a Service

. IDS — Intrusion Detection System

. BYOD - Bring Your Own Device



BBEJAEHUE

HNudpopmannonHass 0€30IaCHOCTb SBJSAETCS BaXXHEWIIMM acCHEKTOM COBPEMEHHBIX Ou3Hec-
orepanuii, HE3aBUCHMMO OT OTpacid WIM pa3Mepa KOMIIAHUH. B CEerogHsmHion nudpoByo 3MOXY
KOMITAHHUH BCEX Pa3MEPOB M THIIOB YSA3BUMBI JJIsi KHOEPYTPO3, BKIIOYAs YTEUKY JAHHBIX, aTAKH IPOTPaMM-
BBIMOTaTeNIel U Apyrue (GopMbl 3TOHaMEPEHHON eATeNbHOCTH. B pesynbrare Ui npeanpusTHii BaXKHO
YAEIATh NPUOPUTETHOE BHUMaHHE MH(OPMAIMOHHON O€3011aCHOCTH, YTOOB! 3aLUTUTH CBOM AaKTHBBI,

KIIMCHTOB U PCIIyTallHIO.

B 3TOM KOHTEKcTe BaKHOCTh MH(MOPMALMOHHON 0€30MacHOCTH BAphUPYETCS B 3aBUCHUMOCTH OT
TUMa KoMIaHuW. JJis KpyHmHBIX MHOTOHAIIMOHAIBHBIX KOpropanuil uHpopManuoHHas 0e30MacHOCTb
SIBJISICTCS TJIABHBIM MPUOPUTETOM HM3-3a 3HAYUTEIHHOTO 00BbeMa KOH(PUIEHIIMAIbHBIX JTAHHBIX, KOTOPHIC
OHM 00pabaThIBAIOT, U MOTCHIMAIBHOTO BIIMSHHUS HapyIIeHUsT O€30MacHOCTH HAa UX JACSITEIBHOCTh U
penyranuto. C 1pyroii cTopoHsl, Majbie U cpennue npeanpusatus (MCII) MoryT cuutarh, YTO OHU MEHeEe
MOJIBEpPKEHBI KHOEPYTrpo3aM M3-3a CBOETO pa3Mepa M OTpaHUYEHHBIX pecypcoB. OTHAKO Mallble U CPEAHHE
MPEANPUITHS YaCTO CTAHOBSITCS MHUILIEHBIO KUOEPIPECTYITHUKOB UMEHHO MOTOMY, YTO MM HE XBaTaeT

M30LIPEHHBIX Mep OE€30MaCHOCTH U PECYPCOB 00JI€€ KPYIHBIX OPraHU3alUM.

He3zaBucuMo oOT pasMepa MM THUIA KOMIIAHUM IOTEHLMAIBHBIE IIOCJIEICTBHUS HapYLICHUS
0€30MacHOCTH MOTYT ObITh Cepbe3HbIMU. HapylieHue naHHbIX MOKET IPUBECTU K (PUHAHCOBBIM MOTEPSIM,
IOpUANYECKUM TIOCHEACTBUSIM W yulepOy s penyTauuu KomnaHuu. bomee Toro, 3arparbl Ha
BOCCTAHOBJICHHE MOCJE€ HapYIIEHUs OE30MacCHOCTH MOTYT OBITh 3HAUUTENBbHBIMU KaK C TOYKHU 3pEHHS

(MHAHCOBBIX PECYPCOB, TaK M BPEMEHH.

[ToaTomy 715t BceX KOMITaHUM KpaliHe BaKHO OCO3HATh BaXKHOCTh MH(GOPMAIIMOHHON 0€30MacHOCTH
Y TIPUHATH MEPHI JJIS1 CO3/IaHMsI KOMIUIEKCHOM cuCTeMbl 0€30IacHOCTHU. Y JIelisisi IPUOPUTETHOE BHUMAHHE
MH(POPMAIIMOHHON 0€30MacHOCTH, KOMIIAHUM MOTYT CHHU3UTHh MOTEHLUAIbHBIE PUCKH, 3AIUTHTH CBOH

AKTHUBBI U OTIEPAIIMH ¥ OOECTICYHUTH JI0JTOBEUYHOCTh CBOETO OM3HEca BO Bee Ooiiee nudpoBoM MuUpe.
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