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REZUMAT

Progresul rapid al inteligentei artificiale (Al) si integrarea sa pe scara larga in diverse platforme
digitale au dus la o crestere a riscului de atacuri cibernetice sofisticate, n special a celor care exploateaza
modele lingvistice. Aceasta lucrare prezintd o analiza cuprinzatoare a vulnerabilitatilor inerente modelelor
lingvistice actuale bazate pe inteligenta artificiald si propune un cadru nou pentru atenuarea acestor riscuri.
Incepem prin a examina tipurile de amenintari cibernetice care exploateazi nuantele procesirii limbajului
natural, cum ar fi manipularea contextului, otravirea modelului si atacurile de inferentd a datelor. Apoi
exploram limitarile masurilor de securitate existente in contracararea acestor amenintari. Demonstram
eficienta diferitelor abordari printr-o serie de simulari si studii de caz din lumea reala, demonstrand o reducere
semnificativa a atacurilor cibernetice reusite. Aceasta cercetare contribuie la acest domeniu prin furnizarea de
solutii practice pentru consolidarea securitdtii sistemelor bazate pe IA Tmpotriva exploatarii modelelor

lingvistice, asigurand astfel o utilizare mai sigura si mai fiabila a IA in diverse aplicatii.



ABSTRACT

The rapid advancement of artificial intelligence (Al) and its widespread integration into various digital
platforms have led to an increased risk of sophisticated cyber attacks, especially those exploiting linguistic
models. This paper presents a comprehensive analysis of the vulnerabilities inherent in current Al-based
linguistic models and proposes a novel framework for mitigating these risks. We begin by examining the
types of cyber threats that exploit the nuances of natural language processing, such as context manipulation,
model poisoning, and data inference attacks. We then explore the limitations of existing security measures in
countering these threats. We demonstrate the effectiveness of different approaches athrough a series of
simulations and real-world case studies, showing a significant reduction in successful cyber attacks. This
research contributes to the field by providing practical solutions for bolstering the security of Al-driven
systems against linguistic model exploitation, thus ensuring safer and more reliable use of Al in various

applications.
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Introduction

Since at least 2019, cybersecurity researchers have tracked threat actors' interest in and use of Al
capabilities to facilitate a variety of malicious activities. Based on their own observations and open source
reports, the use of Al in intrusion operations remains limited and primarily associated with social
engineering.

In contrast, information operations actors with varying motivations and capabilities have
increasingly used Al-generated content, particularly images and videos, in their campaigns, likelyat least
in part due to the readily apparent applications of such fabrications in disinformation. In addition, the release
of several generative Al tools in the past year has led to renewed interest inthe implications of these
capabilities.

Cybersecurity researchers expect generative Al tools to accelerate threat actors' incorporation of
Al into information operations and intrusion activities. They believe that such technologies have the
potential to significantly augment malicious operations in the future, enabling threat actors with limited
resources and capabilities, similar to the benefits provided by exploit frameworks such as Metasploit or
Cobalt Strike. And while adversaries are already experimenting, and weexpect to see more use of Al tools

over time, effective operational use remains limited.
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