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AHHOTAIUA

HccnenoBatenbckas paboTa MOCBsIIEHa MpoOieMe obecredeHus Oe30MacHOCTH JIaHHBIX B
cuctemax RFID (Radio-Frequency Identification). BBenenue oTmedaer akTyalbHOCTH BOIIpoca B
COBpEMEHHOM HH(opMarmoHHoM mupe, riae RFID-rexHosoruu mMpoko NPUMEHSIOTCS B pa3iMyHbIX
cdepax, HO CONPSDKEHBI C YBEITMYUBAIOLIIMMHCS YTPpO3aMH 0€301TaCHOCTH.

OcHoBHOI (POKyC pabOTBl — HCCIEAOBAHHE M pealn3anusi OO0JETr4eHHBIX XAMI-(DYHKIMHA ISt
noBblIeHUs 6e3onacHocTH U 3¢ dextuBHOCTH RFID-KkapT noctyna. Xsu-GpyHKINUN paccMaTpUBAOTCS KAk
MHCTPYMEHT KpUNTOrpaduyecKkoi 3aluThl, ClIOCOOHBIN yCHIUTh 0€30MaCHOCTh JAHHBIX U CHU3UTh PUCK
HECaHKLMOHUPOBAHHOTO JocTyna K cuctemaM. Ocoboe BHUMaHUE YAEIAETCS NPAKTUUECKON peanu3alunn
3THX QYHKIHUH C y4ETOM OrpaHHYEHHBIX PecypcoB, TUHIMYHBIX 11t RFID-kaprT.

Ilenp uccnenoBaHMs 3aKJIIOYAETCS B aHAJIM3€ CYLIECTBYIOUIMX IOJXOA0B M pa3pabOTKe HOBBIX
MeTo0B obecnieueHust 6ezonacHoctu RFID-cucrem uepe3 nmpumeHeHue 0OJIE€rdeHHBIX XAII-()YHKIMH.
Pesynmpratel paboTel OyayT coaepaTh TPAKTHUYECKHWE PEKOMEHIAIMH JUIS  CIEIHATUCTOB IO
MH(POPMAIIMOHHON OE30MacCHOCTH M CHCTEMaM aBTOPH3AIMU, CIIOCOOCTBYS Pa3BUTHIO COBPEMEHHBIX

CHUCTEM I/II[GHTI/I(I)I/IKEII_[I/II/I " KOHTPOJIIA JOCTYyIIA.



ADNOTARE

Lucrarea de cercetare este dedicata problemei asigurdrii securitatii datelor in sistemele RFID
(Radio-Frequency Identification). Introducerea noteaza relevanta problemei in lumea informationald
modernd, unde tehnologiile RFID sunt utilizate pe scara larga in diverse domenii, dar sunt asociate cu
amenintari tot mai mari de securitate.

Obiectivul principal al lucrarii este cercetarea si implementarea functiilor hash usoare pentru a
imbunatati securitatea si eficienta cardurilor de acces RFID. Functiile hash sunt vazute ca un instrument de
securitate criptografica care poate imbunatati securitatea datelor si poate reduce riscul accesului neautorizat
la sisteme. O atentie deosebitd este acordatd implementarii practice a acestor functii, tindnd cont de
resursele limitate tipice pentru cardurile RFID.

Scopul studiului este de a analiza abordarile existente si de a dezvolta noi metode pentru asigurarea
securitatii sistemelor RFID prin utilizarea functiilor hash usoare. Rezultatele lucrarii vor contine
recomandari practice pentru specialistii in securitatea informatiilor si sisteme de autorizare, contribuind la

dezvoltarea sistemelor moderne de identificare si control al accesului.



ABSTRACT

The research work is devoted to the problem of ensuring data security in RFID (Radio-Frequency
Identification) systems. The introduction notes the relevance of the issue in the modern information world,
where RFID technologies are widely used in various fields, but are associated with increasing security
threats.

The main focus of the work is the research and implementation of lightweight hash functions to
improve the security and efficiency of RFID access cards. Hash functions are seen as a cryptographic
security tool that can enhance data security and reduce the risk of unauthorized access to systems. Particular
attention is paid to the practical implementation of these functions, taking into account the limited resources
typical for RFID cards.

The purpose of the study is to analyze existing approaches and develop new methods for ensuring
the security of RFID systems through the use of lightweight hash functions. The results of the work will
contain practical recommendations for specialists in information security and authorization systems,

contributing to the development of modern identification and access control systems.
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BBEJAEHHUE

B coBpemenHom mupe, riae nH(GOPMAIMOHHBIE TEXHOJIOTUH MPOHUKAIOT BO BCE CQeEephbl KHU3HHU,
BOMpOC obecriedeHus: 0€30MacHOCTU JTaHHBIX CTAHOBHUTCS BCE Oosiee akTyalbHbIM. OJIHUM U3 KITFOUEBBIX
acIIeKTOB B 3TOH 00JacTu ABIseTca obecreueHrue 0e30IaCHOCTH CUCTEM M MEXaHU3MOB, UCIOJIb3YIOLUX
RFID-texnonoruu (Radio-Frequency Identification). RFID-kapTel gocTyma, MIMPOKO MPUMEHSEMBIC B
pa3nmuuHbIX cdepax, TaKMX KaK KOPHOPATUBHBIE OQUCHl, METUIMHCKHE YUPSKICHHUS, U JaKe
TOCYJapCTBEHHbIE YUPEKICHUS, MPEACTABIAIOT COOOH OJHY M3 HamOojee pPacHpoCTPaHEHHBIX (GOopM
UACHTUGUKALMY U aBTOpU3aLuu. BmecTe ¢ TeM, ¢ yBeIMUYEHUEM YUCila TAKUX CUCTEM pacTeT U yPOBEHb
YTPO3 ¥ PUCKOB, CBSI3aHHBIX C UX UCIIOJIb30BaHUEM.

Jlannast paboTa MOCBSIILIEHA MCCIIEJOBAHUIO M pealM3allii HUCIIOIb30BaHUS OOJIETYEHHBIX X3II-
¢bynkuuid s kapt gocrynma RFID ¢ menbro moBbIieHHst UX 0€30MacHOCTH U 3(PPEeKTHBHOCTH. XdII-
(GyHKLNHU, KaK BaXHOE CPEACTBO KPUNTOrpauyecKoi 3alUThl, MOTYT CYILECTBEHHO YCHJIUTh YPOBEHb
3alIUThl JJTAaHHBIX U CHU3UTh PUCK HECAaHKLMOHMPOBAHHOI'O JOCTyNa K cucteMaM. PaGora oxBaThIBaeT
TEOPETUYECKUE ACHEKThl HCIOIb30BaHUS X31I-QyHKIMI B KoHTekcTe RFID-texHonoruii, a Ttakxke ux
IIPAKTHYECKYIO pEaIU3alMI0 C YYETOM OIPAHMYEHHBIX pecypcoB, xapakTepHslx st RFID-kapt nocryma.

Llenpt0 JAaHHOTO UCCIIEIOBAHUS SBIISETCS aHAIN3 CYILECTBYIOLIMX IIOJX0/I0B U pa3padoTKa HOBBIX
MeToi0B obecnieueHust OezonacHoctu RFID-cucrem depe3 MHTErpanuio oOJIErYeHHBIX XAII-(YHKIHH.
Pe3ynbrarel naHHON pabOThI MPENOCTAaBAT MPAKTUUYECKHE PEKOMEHAAINU JUIsl CTIELUAINCTOB B 00nacTu
nH(pOpPMaLIMOHHONW O€30MacHOCTH M CHUCTEM aBTOPH3ALMU, a TaKXKe CHOCOOCTBYIOT JallbHEHIIEMY

Pa3BUTHIO U COBCPIICHCTBOBAHHUIO COBPECMCHHBIX CUCTEM I/I)ICHTI/ICI)I/IKaLII/II/I " KOHTPOJIA JOCTYyIIA.
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